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ARE RANSOMS
GETTING WORSE
OVER TIME!?
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Abstract Abstract:
The Bitcoin block-chain is the scoreboard of Ransomware. By mining the data in it and within the malware
Document Sections itself, we can understand the distribution of ransoms and characterise ransomware risk. Ransoms follow

the power-law distribution in their amounts. The alpha parameter (a) of those power laws suggest they do

I Infroduction not have a well defined average for most years in our study. Indeed, there has not been an a above 2
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RANSOM TAILS

Good fits:
Lognormal

Powerlaw

BUT THERE’S A CATCH...

Fitted Powerlaw

Fitted Lognormal
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Box Plot of Ransoms by ransomware family
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All Ransoms Occurrences Per Month

IN OTHER WORDS.... f\

RANSOMWARE ISN'T L.1.D.!

It’s definitely not identically distributed.

I’s probably independent.

We shouldn’t be using single distribution fits for
the:

Frequency
Severity

Powerlaws as mixture models is a well known
phenomenon, so the fit makes sense...

We propose modelling it by mixture model

2014 4
2016 -
2018 -
2020 -

2022 -
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THE FREQUENCY OF RANSOMWARE IS:
GROUPS BATTLING OVER “MARKET SHARE”




WHY DOES THIS
MATTER!?

The statistics are crisp

In particular the frequency of event
modelling shows wild “regime change”

When groups are arrested

When their tools are hacked by
other groups

When they change tools and work
practices

Modelling ransomware losses (or
frequency) with a single distribution
now presents a:

clear,

defined,

model risk




Ransomware Market Annual Exceedance Probability

WE WILL
MODEL THIS
WITH MULTI-

AGENTS IN

_LLH OASIS LMF
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QUESTIONS!?

@BLACKSWANBURST

WITH THANKS TO LIGHT HILL
RISK NETWORKS
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